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Pay-To-Win
Incentive Attacks on Blockchains
Aljosha Judmayer (SBA Research), Nicholas Stifter (SBA Research), Alexei 
Zamyatin (Imperial College London), Itay Tsabary (Technion, Israel), Ittay
Eyal (Technion, Israel), Peter Gazi (IOHK), Sarah Meiklejohn (University 
College London), Edgar Weippl (SBA Research)
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Incentive Attacks
 Impact on transactions

 Transaction revision
 Transaction ordering
 Transaction exclusion

 Required interference with consensus
 Deep fork
 Near fork
 No fork

 Attack chain
 In-band attacks
 Out-of-band attacks
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Out-of-Band TX Ordering Attack
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Out-of-Band TX Ordering Attack – Failed 



TLP White

Impact

Out-of-Band TX Ordering Attack – Successful
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Out-of-Band TX Revision Attack 
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Out-of-Band TX Revision Attack – Failed
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Out-of-Band TX Revision Attack – Successful
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