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Deterministic Graph-Based Analysis
for Hardware Trojan Detection

This invention provides a deterministic method for identifying and grouping structurally similar blocks in hardware 
designs. Using a graph-based pattern language and vector-based clustering, it enables rapid detection of 

suspicious logic and reduces manual review time from days to hours.

hardware security | register-transfer level | pattern graph | IP core audit | match-vector clustering | 
FPGA verification

background
Chips often include opaque third-party logic. Manual 
reviews and simulation are slow and unreliable, while 
machine learning methods are probabilistic and require 
extensive training. No existing method quantifies circuit 
similarity or prioritizes blocks for inspection in a fast and 
deterministic way.

technology
The solution combines a structural pattern language 
with vector-based classification. Engineers describe 
a functional block once; the tool parses it into graph 
constraints and finds all matches across RTL designs. 
A multidimensional match-vector captures the structure 
of each candidate. Clustering then groups similar 
subcircuits and ranks them by uniqueness. The shared 
graph model enables one integrated flow to detect, 
group, and prioritize subcircuits for review.

potential applications
Chip security audits, IP core validation, industrial and 
automotive safety systems, FPGA library vetting, IoT 
hardware assurance

development status
TRL 3-4. Core algorithms validated on academic and 
industrial netlists.

benefits
•	 Reduces RTL review time by over 90%
•	 Deterministic results—no false randomness
•	 One pattern fits all bit-widths and styles
•	 Scales to large designs with >1 billion gates
•	 Compatible with open-source and commercial tools
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