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Introduction

» critical structures need to be liable even when subjected
to unforeseen threats or external attacks [1].

» Objectives:

o@ck detection))Mitigation, or even prevention

» Machine learning based anomaly detection
o Using Deep Learning Approaches

o Attack: kind of anomaly
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Introduction

» WSN
o Motivation: change detection

o Anomalies are unusual measurements for various reasons:

= faulty sensors
= actual events
= faulty communication system among sensors

» Network Security: Attack Detection
o intrusion detection
= modeling normality
= any deviation from this model = anomalous case
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PHY Tamper Attack Detection

» Tamper Detection [2]
o Using Autoencoders
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PHY Tamper Attack Detection

» The Proposed Approach
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Results
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Results

Table I: DCAE parameters

Description Value

Optimizer Adam
Batch Size 100
Number of Epochs 20

Learning Rate 0.001
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Results

» Method 1: Euclidean threshold detection
» Method 2: DCAE with no post processing unit
» Method 3: DCAE with post processing unit
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Conclusion & Future Direction

» Suitable Detection Performance compared to the literature

» Fully deep approaches (Deep SVDD)
» Enhanced the proposed method for multiple receivers

» Time and memory complexity
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Conclusion & Future Direction

» Fully deep approaches (Deep SVDD) [4]
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